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« Test domain Em+1, Byl ~ Py QYL
° Pte 7é Pz

Object: m}n IE‘:(a:,g,/)m’Pte(a:,y) [L(f(w)a y)]

Solve
Adversarial Training (AT):

Optimization problem:

Adversarial Attack

. Ian Goodfellow et al., 2014
m;n IE(:v,y)w?’(:t,y) I?G%X‘C(f(w + 5)ay) s.1. ||5Hp <€

+.007 x

Inner maximization can be solved by:

FGSM z =z +esgn(V.L(f(z),y)) ‘ : |
1 x sign(VeJ (6, z,v)) ol V::fe. "
or PG’D wH— — H(wt + 7Sgn(va:£(f(w)’ y))) originally for “panda” “nematode” 5 n‘(‘gibbcgll"’ .
S 57.7% confidence 8.2% confidence 99.3 % confidence

defending



Previous work of using AT to address OOD

[Yi et al, 2021][Volpi et al, 2018]: Limited

1. Use Wasserstein distance, less practical not effective enough

2. No further investigation on the effect of different forms of AT
[Herrmann et al, 2021]

Do not exploit the universal spurious information (background/style)

verify the weaknesses

Our findings

Datasets

Algorithm PACS OfficeHome VLCS NICO avg
ERM 79.7£0.0 59.6 = 0.0 744+£1.0 70.7£1.0 71.1
AT 81.5+0.4 59.9+0.4 75.3+0.7 682+2.2 71.2

The improvement of sample-wise AT is marginal.

/ UAT (Universal AT) remains its

N /\/\:\/ generalization performance when ‘
g the perturbation scale is large.

= Sample-wise AT 1 d
* +U::C:r:av\wi)eomain-wise AT ConC u e

--------

Samll perturbations == less like OOD shifts 3€
Large perturbations == more like OOD shifts /
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Our Methods:
MAT & LDAT

' motivate

Low-rank, domain-wise
structures are
beneficial for OOD!




The Proposed Structured AT Method :

Reduce the rank of the
adversarial perturbations
along two orientations:

1. Reduce number of the
perturbations used in a
domain

‘ what MAT & LDAT
do

2. Reduce the rank of a
single perturbation matrix

- what LDAT does
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Low-rank, domain-wise
structures are
beneficial for OOD!

motivate OQ13r Methods:
MAT & LDAT



The Proposed Structured AT Method s‘# RO
MAT: AT with Combinations of Multiple Perturbations %" 'NEURAL INFORMATION
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« Domain-wise perturbation
 Perturbation is the linear combination of k perturbations with learnable coefficients.
 Reducing the number of perturbations from n, to k

a;*, 0; = argmax E(; )P, (z,y)

€
Q;,0;

Reduce the number Maintain some diverse
of the perturbations structures to model more
used in a domain complex background



The Proposed Structured AT Method ._,s.'{;’é:'&-.,,
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Low-rank Decomposed Perturbations '-f

0be®
min > Er)p, o) L2 + ), )], 4. 6 = 4B, 5], < &

A%, B = argmax E(, ;) p, () [L(f(z + A°B°),y)], A® € RV*IXC Be ¢ RPN
A° B

« Domain-wise perturbation

 Perturbation is low-rank: 6 = AB, A and B are matrices with rank< [.
 Reducing the number of perturbations from n, to 1.

« Reducing the rank of a single perturbation from N (input hight/width) to [.

Reduce the number Further reduce the rank of a

of the perturbations single perturbation matrix Y
used in a domain



Theoretical Analysis

e Our results:

Q E (mim) :y) ~Diny
Remark:
wsp(t)ﬁ
1. Term Tum(@®em|
2.

3.
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denotes the reliance of the model on spurious features.

p measures how strong the spurious correlation is

When using domain-wise perturbation adopted by MAT or LDAT, the lower

bound of the reliance on spurious features does not increase with p
monotonically. However, when conducting ERM, this lower bound grows with p

monotonically.

MAT/LDAT is better than ERM on OOD datal!
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« MAT and LDAT beat GUT (Volpi et al,

On Domainbed, an OOD generalization benchmark 2018) and NCDG (Tian et al, 2022), two
data augmentation methods for OOD

Datasets
Algorithm PACS OfficcHome VLCS NICO CMNIST  avg! avg? avg® avg?
ERM (Ourruns) 817 £03 621401 744+10 732419 281+15 613 639 723 729 ERM MAT LDAT GUT
AT (Our runs) 82.6 04 62.1 £0.3 76.24+03 697+16 29.1+15 609 643 715 727
ERM[21] 81.54+00 633+0.2 - 714 +13 2994+0.1 615 - 72.1 - 732419 742+15 744416 666+ 1.7
RSC[24] 828 +04 629+04 - 69.7+03 286415 610 - 71.8 -
MMD|25] 81.7+£0.2 63.8+0.1 - 683+1.8 50.74+0.1 66.1 - 713 - -
SagNet[26] 816 +04 627+04 - 693+10 305+07 6.0 - 712 - Algorithm A C P S avg
CORAL[27] 81.6 0.6 63.8+0.3 - 683+14 300£05 61.0 - 712 -
IRM(T] 811403 63.0+02 - 676+ 14 602+24 680 - 706 - - 73.8 941 74  80.6
VREXx[23] 81.8+0.1 63.5+0.1 - 71013 563+19 682 - 72.1 - MAT 78.5 - 942 759 829
GroupDRO[28] 804 +03 632402 - 718+ 08 325402 620 - 718 - 809 73.7 - 76.6 771
DANN]J29] 81.1 204 629 +0.6 - 686+1.1 2454+08 593 - 709 - _
MTL[30] 81.24+04 629 +0.2 - 702 +0.6 2934+0.1 609 - 714 - 804 763 93.3 83.3
Mixup[31] 798 +06 633405 - 666+09 276+18 593 - 699 - ] 748 942 758 816
ANDMask[32] 79.5 £0.0 62.0+0.3 - 7224+12 272414 602 - 71.2 - 772 - 039 756 823
. ) ) . - ) ) . ) 4 - 0 - LDAT ’ ’ ’ :
MLDG[33] 73.0 04 524 +0.2 516 £6.1 3274+1.1 524 59.0 785 779 - 804 79
MAT (Ourwork) 823 £05 645+21 746+08 742+15 654+81 716 722 737 739 43 764 947 - 318
LDAT (Our work) 82.6 £0.5 61.04+09 753+03 7444+16 5254+54 676 69.1 727 733
- 68.6 95.0 664 76.6
71.6 85.8 719 764

NCDG

MAT and LDAT out}ferform ERM and AT, ranked 688 208 - 486 490
1st and 4™ among all algorithms. D6 658 479 - S




Experiments

e Visualization (GradCam)

Origin

« MAT and LDAT better focus on the
object rather than background.
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 Impact of the rank hyperparameter
k (MAT) and [ (LDAT)

81

Test acc. (%)

on PACS 80
79
78 10 20 30 40 50 60
number of perturbations k (MAT) / rank / (LDAT)
Algorithm k& € [5,20],1 € [10,20] korl =200 korl=>500 Fkorl= 1000
on CMNIST MAT 654+ 8.1 3494202 256+85 234+108
LDAT 525+ 54 249+89 190+66 103 +0.1
Insights:

« rank is samll enough: good performance -/
 rank is too samll or too big: bad performance x



Thanks!



